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Maitham Ali Naji

Abstract— The aim of this paper converts encrypted text file to access data table. The system infers the number of fields from the number of semicolon in
any line of text file. The program will create the database and its table by Data Access Object (DAO), the key of Decryption will be extracted from the first
word in each line. The Caesar method is used to produce plain text to data table.

Index Terms— Caesar cipher, Caesar deciphering, Database Engine, DAO hierarchy, DAO programming, Scripting objects, and Visual Basic.

1 Introduction

He translation of encrypted text or data into original

text or data (called plaintext), also called deciphering

[1]. An encryption algorithm tells the sender how to
process the plaintext using the key, thereby producing the
cipher text that is actually transmitted. An encryption
scheme also specifies a decryption algorithm, which tells
the receiver how to retrieve the original plaintext from the
transmission while possibly performing some verification,
too. Finally, there is a key-generation algorithm, which
produces a key that the parties need to share [2]. Caesar
Cipher is or was probably the very first encryption
methodology. It is a type of substitution cipher in which
each letter in the plaintext is replaced by a letter some fixed
number of positions down the alphabet. For example, with
a shift of 3, A would be replaced by D, B would become E,
and so on [3]. The previous paper encrypt access table to
text file, the key for each record is differ from other record.
This paper is decryption system of previous paper.

2 Literature Survey

The basic technological meaning of Transparent Data
encryption is encoding or encrypting databases on
networks, hard disk and/or on any backup media to provide
highly configurable, transparent, safe and secure
environments for application development. Microsoft SQL
Server 2008 uses this technology to encrypt database
content stored on any network, disk or backup medium
along with process of creation of a Master Key. This
involves creation of key, protection by the certificate and
ways to set the database to use in Microsoft SQL Server
2008 encryption. This study investigates what Microsoft
SQL Server 2008’s configurable environment has to offer
in terms of data safety, security and application
development for developers. [4]

Data is valuable assets of an organization. So its
security is always a big challenge for an organization. In
recent times security of shared databases was studied
through cryptographic viewpoint. A new framework was

u

proposed in which different keys are used by different
parties to encrypt the databases in assorted form that was
named as mixed cryptography database (MCDB). [5]

3 Database

The Database object is the most important object we will
be dealing with because it allows us to interface with the
database. To look at the structure of a database, we need
first look at the objects, collections, and properties that
exist in our DAO hierarchy. Fig 1. shows the relevant
structure and properties [6,7].

|-TableDefs

TableDefs is a collection of TableDef objects. The
TableDef is a representation of the Oracle/Visual Basic
tables in the database we have opened and have access to.

|I-Fields

Of more interest than the table names are the fields that
exist in the table. Each TableDef object contains a Fields
collection, which in turn contains one or more Field
objects. The most important properties are (name, size,
source field, source table, type and value).

I11-Indexes

Just as you can look at the various fields you have in a
table, you can also view the indexes on it. Each TableDef
object can have an associated Indexes collection with one
or more Index Object in it. The most important properties
are (fields, foreign, name, primary and unique).
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Fig 1. The Tabledefs Collection Hierarchy [6]
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4 The System's Flowcharts

The system passes through five stages to produce

plain table, as shown in fig 2.

Text File

!

Calculate Fields Number

v

Create Database and Blank Table

v

Generate Key for Each Line in Text File

v

Apply Caesar Decryption

v

Save Plain Text in Field

v

Display Data Table

Fig 2. Text File Decryption Diagram

In previous paper, the author convert access table to
cipher text file by using Caesar method base on fixed keys
in which the key was variable to each record, as shown in
fig 3.

B enc - Notepa
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"YENOO REXYIN  XPNOQ HTID ¢ YPNOQ SFR)”

"WUXTWGHM ASOTT ¢ ASQTT KWLM @ ASQTT VIUM , ASQTT THOMT"

Fig 3. Access Table Encryption

The text file will be an input to the current system. The
program is implemented with visual basic 6, so we need to
add an object that deal with text file, this object called
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Scripting Objects [8]. The first stage the program will
compute the number of semicolon plus one from the line of
text file which presents the number of fields in table as
shown in fig 4. v
Fields Number
@ v

Delete Old Database

Text File +
Create New Database (Db)

' |

Open Text File

Db=0Open Database
Y !
Read Linel TD=Create New Table
v v
Array= Split(Linel) < For I=0 to Fields Number >
v N
FldNum =1 F1 = Create Field (“F’+Ftr(I)),dbtext)
3 v

< For I=1 to Array-Size > Append F1 to field collection

> v

No

F1 = Nothing
Yes
Yes I <= Field Number
No

< Append TD to Table collection

Call Create-Table (FIdNum)

FldNum = FldNum + 1

Fig 5. Create Table Procedure

The procedure Create Table has the following sequence:

1- Delete old database.

Fig 4. Fields Number Extraction - Create new database.

The above figure use "Split" built in instruction in order 3- Create new table.

to convert the text line in an array [9]. In our example, the

number of field will be 3. The second stage the fields' 4- Create new fields according to the field's number

and add them to the collection as illustrate in fig

number will be passed to procedure called Create Table as )
shown in fig 5. ’
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5- Add table to the collection as illustrate in figure

(1).

After the database and tables has been created the key of
Caesar method will be generated for each line in text file.
The key will be differ from one line to other, the key can
extracted from the first word before first semicolon, so the
key for text file are:

First line is "MUXTWGMM” = 8
Second line is "NOZKBDWOXD" = 10
Third line is "XPNQQ" =5

Fourth line is "MUXTWGMM" = §

The following flowchart has two nested loop the main
loop will generate key for each line and add new record to
the table. The second will assign decrypted data (plain
data) to table's field. This process will be repeated until the
end of text file. As shown in fig 6.

< Loop >
>
>y
Array= Split (Linel,”;”)
v

Phrase = Array(0)

v

Item1 = Split (Phrase)
v
Key = Length (Item1(0))

v

Add New Record

v

< te >

A &l
I=1+1

v

Plain-Text = CaesarDec-Function(Array(I),Key)

v

Input Plain-Text to Field(I)

I <= Fields Number

Read New Linel

NOT EOF (Text File)

Fig 6. Caesar Key Generation and Assign Data to Table's
Field

The input parameters of Caesar decryption function
shown in fig 7. are an item (field of record) and the key.
The flowchart first extracts the length of the item in order
to make iteration according to the length; in each iteration
the program gets single character by using built in MID
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function. The character is sent to user define function
called Ord to give the order of character set for example (A
has order 0, B =1, ... Z=25) also we built another function
called Ch that give the character according to the order.
These two functions programmed as a Modula in visual
basic in order to be public to the project, after that the
system will apply the following Caesar decryption equation
as shown below.

Caesar-Formula = (Character-order — key) .. 1

When the result of first equation is negative the system
will apply the second equation.

C =126+ Caesar-Formula ..................... 2

For example the length of key of first line is (8) and the
order of letter (N) is (11) By applying equation (1), 11-8 =
3 by using Ch function the system will return the letter "D"

While the order of letter (B) is (1) and the key of second
line in text file is (10) by applying the first equation 1-10 =
-9

The result will be negative therefore the system will apply
the second equation

C=26+(9)=17=R

This process will continue to convert the cipher text in
each line to plain text by storing the character of plain text
and the character space and coma in a list. Finally the
flowchart has a loop to collect the decrypted character to
produce plain text. As shown in fig 7.
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Fig 7. Caesar Decryption Function
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5-The I mplementation

The system has been implemented by Visual Basic 6 as _
shown in fig 8. ) A e a
F i T i
> . .
Record: E 1 1P [EHE of 1

Fig 10. Create Blank Table

= feryplian Form

Drecrypiien Text File by Ustng Caesa Method

The text file will be decrypted line after line and the

Decrypion result will store in records. As shown in fig 11.

Eml

B [T : Teblk

Fr
EWE D EMF NEWE  DEFT D
CEFTID DEFT NAME  [EFTLOGATIIN
BELLOICE BRI KNAWE
SHLLECCE  ERAL MAME | SILL LEVEL

Fig 8. Main Form Window

The command button "Decryption” is executed by click
event. The system will take the input from Text file shown
in above fig 3. The program will create database as shown
in fig 9, when the database executed the user select option
button "Open Database" to see blank table named "FDT"
that has a field according to the number of semicolon plus  §- Conclusions
one as shown in fig 10.

Fig 11. Decryption Text File to Access Table

Many points can be concluded from this paper:
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Fig 9. Create Database

3- The intruder cannot expect the text file is an
access table.

4-  The speed of decryption is too high because the
system passes through one process.
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